
BUSINESS CHALLENGE 
Their footprint consisted of hundreds of retail stores and several corporate offices within North America.
Their IT organization was significantly understaffed given the large geographic presence, thereby creating 
inefficient processes and establishing a greater risk profile for potential threats. Additionally, they had 
purchased Security hardware and software that wasn’t being utilized which reduced the credibility of 

the IT team and their ability to push for additional network and 
security enhancements that would better position the business 
for future growth.

THE VIRTUALARMOUR SOLUTION
Initially we conducted a Netskope Cloud Risk Assessment (CRA) 
and a QRadar Healthcheck to get a baseline within their network 
and to address their concerns about utilization. The CRA allowed 
us to see what SaaS applications were in use in their network, 
both sanctioned and unsanctioned. Based on those findings we 
took on the role of their Incident Response Team which allowed 
us to manage their existing Qradar, providing 24/7 monitoring, 
threat hunting and incident response services, as well as 
recommending remediation actions for security incidents.

WHY THE PARTNERSHIP WORKS
Some businesses fear working with a 3rd party or “outsourcing” 
services that could potentially be done in house. However, 
this retail business was progressive in their growth plans and 
recognized that their current staffing on their security team was 
not sized or scoped to respond to the needs of the business. 
VirtualArmour is not just a part of their team but a Managed 
Services Provider that did more than just alert them that there 
was an issue, we provided incident response and remediation 
and maintained constant communication with all the key 
stakeholders. The customization of our solution is what makes the 
partnership work.

VIRTUALARMOUR’S services operate around the clock through its Security Operations Centers (“SOC”) 
located in Middlesbrough, U.K. and Salt Lake City, Utah. For more information: www.virtualarmour.com

We are an exclusive Managed 
Services Provider (MSP) that 
delivers a customized service 
experience that exceeds client 
expectations across North America 
and Europe.
We specialize in Advanced 
Networking and Cybersecurity 
through the delivery of:

• Managed Services - which 
includes 24x7x365 alerting, 
management, monitoring, 
maintenance and most 
importantly prevention 

• Professional Services – which 
includes design, architecture, 
consulting, assessments, 
implementation, migration and 
training  

• Hardware and Software 
Resell – when you need a 
refresh to the latest technology

RETAIL

CASE STUDY



THE VIRTUALARMOUR SOLUTION
It is due to their innovative culture that they realized that they 
needed to look externally at options for their network refresh, 
management and growth. MPLS connections are reliable but 
can fail and are also expensive, for smaller sites a normal ISP line 
and a small firewall are all that are needed to connect the site to 
the corporate WAN, for larger sites connection continuity and 
increaesed security was needed. VirtualArmour provided the 
hardware and software for their Firewalls and VPN network as well 
as providing overall management of these services.

WHY THE PARTNERSHIP WORKS
The demands of their industry are unique and VirtualArmour 
understood this and approached the solution planning with 
that in mind. First understanding the strategic objectives of 
the business, the planning was then designed around not 
what was in place today but what this energy company would 
need in the future. From a support perspective, the company 
had clear expectations on technical expertise, response time, 
communication and pricing. After 10 years, the partnership 
is still going strong because VirtualArmour not only met the 
expectations but exceeded them.

BUSINESS CHALLENGE 
With presence in 48 countries around the world this energy company needed to build and maintain 
a high performing network that is secure and provided their employees and clients the services they 
require, including security and connectivity now and for the future. Specifically developing a back-up 
solution to their corporate WAN when MPLS fails as we as securing their primary internet connectivity 

and security at all remote sites. Their goal was to deliver lower 
project costs and leaner operating structures that simplified 
decision-making, reduced timescales, and streamlined 
execution.
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We are an exclusive Managed 
Services Provider (MSP) that 
delivers a customized service 
experience that exceeds client 
expectations across North America 
and Europe.
We specialize in Advanced 
Networking and Cybersecurity 
through the delivery of:

• Managed Services - which 
includes 24x7x365 alerting, 
management, monitoring, 
maintenance and most 
importantly prevention 

• Professional Services – which 
includes design, architecture, 
consulting, assessments, 
implementation, migration and 
training  

• Hardware and Software 
Resell – when you need a 
refresh to the latest technology

BUSINESS CHALLENGE 
Being in the Healthcare business there are lots of rules and regulations. This business was focused on how 
to manage and correlate the security intelligence information from all their network devices, vulnerability 
scanners, flow sources, etc. in a way that would provide the most value and rule out the constant issue 

of false positive security alerts. As a forward-thinking company, 
this Healthcare business had already tried out other Managed 
Services Providers (MSP’s), however, they felt that they weren’t 
getting the results that they expected.

THE VIRTUALARMOUR SOLUTION
Focusing in on security, we took on the management of their 
multiple QRadar deployments, which consisted of an HA 
cluster of 3128 model devices at their Datacenter and another 
QRadar appliance at their corporate office. As part of this 
prevention management we also discovered and blocked several 
malicious logins into their health partner systems. Through this 
engagement, the business increased overall productivity and 
visibility into their network and gave back time to their IT staff to 
focus on new development and employee support.

WHY THE PARTNERSHIP WORKS
One word, prevention. We deliver for our client and exceed 
their expectations in both protecting them from threats and 
communicating new opportunities to support their compliance 
requirements.
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THE VIRTUALARMOUR SOLUTION
We delivered the IBM Qradar Security Intelligence platform 

composed of a physical “All-In-one” (AIO) appliance and the 

corresponding software package (including Log management 

and event correlation). We also included software licensing 

for the Qradar Vulnerability Manager (QVM). We rounded out 

the solution by providing Managed Services which included 

ongoing 24/7 management and monitoring of all existing 

devices as well as the newly deployed Qradar platform. 

This solved the issue of compliance as well as reducing the 

exposure they had to future security threats.

WHY THE PARTNERSHIP WORKS
Proactively uncovering issues, saving a business money and 

improving efficiencies are just a few of the reasons that this 
partnership remains strong. Our team also discovered a major 

flaw in the scoping of an additional network initiative, that left 
unchecked, would have caused significant downtime and cost 
in both additional consulting fees as well as lost revenue. The 

respect and trust the team has with each other provides the 

backbone for delivering superior service and maintaining a 

strong relationship.
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BUSINESS CHALLENGE 
This financial institution needed a Managed Security Services Provider to provide network monitoring and 
alerting services to stop the attempted breaches and threats that they were facing within their industry. 

They also needed to ensure they were compliant with all current regulations to protect customer data.
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THE VIRTUALARMOUR SOLUTION
VirtualArmour became the network team for this Service 
Provider, providing them access to a large pool of experience 
to support their rapidly expanding network. Starting with 
a Proof of Concept (POC) we provided design/architecture 
solutions for anything from building the network at a new 
datacenter, to implementing Q-in-Q from cloud to customer, 
to SSLVPN security design.

In addition to the Managed Services, we provided hardware/
software solutions from Juniper, PulseSecure and Aruba. This 
included over 350+ devices, from switches, firewalls, MAG 
and Access points. Our team has become so integrated that 
this Service Provider’s data center engineers send requests/
problem tickets directly to VirtualArmour for resolution. 

WHY THE PARTNERSHIP WORKS
Not all Managed Services Providers are created equal, nor do 
all customers have the same needs. The reason VirtualArmour 
and this Service Provider work so well together is that they 
have established a partnership based on mutual respect, 
constant communication and a focus on planning for the 
future. They client saves time and money on not having to 
invest in the infrastructure and resources of a dedicated SOC 
and gets the latest technology and expertise as soon as it 
comes out. 
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CASE STUDY

SERVICE PROVIDER

BUSINESS CHALLENGE 
As a service provider it was critical that their network infrastructure, security and staffing were designed 
to support the demands of their growing business. Their challenge was that they didn’t have the 
appropriate staffing or expertise to establish the requirements and design the infrastructure that was 
required. 
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